May 2, 2007
NHLBI Candidate gene Association REsource (CARe) Project

Data Access and Distribution Policy
Introduction 

The NHLBI CARe (Candidate Gene Association Resource) policies and procedures for Data Access and Distribution are designed to promote the discovery of genetic variants related to health and disease in a manner that respects the privacy of all participants and families and ensures the confidentiality of their data.  These policies are also intended to encourage development of new prognostic, diagnostic, preventive, and therapeutic modalities or products while safeguarding the important contributions by scientists who have collected the biological samples and associated phenotype data (the CARe Investigators). 
The National Heart, Lung, and Blood Institute (NHLBI), the Broad Institute, and the nine participating studies will create a CARe Database that can provide access to genotype and/or phenotype data to promote scientific investigation, rapidly and at no cost to Approved Users.  Access to the CARe Database will be granted to Approved Users through an approval process conducted by the CARe Data Access Committee (DAC), administered by NHLBI.  Applicants will be asked to provide documents specified below in “Application for Access”.  All Approved Users and their institutions will acknowledge, in a signed Data Distribution Agreement, the CARe policies on data access, publication, and intellectual property.   

Mechanisms to monitor data access and distribution in agreement with CARe policies will be established by the NHLBI and the CARe Steering Committee.  Access to the CARe Database will be overseen by NHLBI in consultation with the CARe Steering Committee, in accordance with applicable Federal laws, regulations, and policies.  All CARe policies and procedures for data access and distribution and all changes to them will be posted on the CARe website.  
Data Access and Distribution Policy 

CARe Database.  The Broad Institute will construct a comprehensive, web-based, limited access database that will accommodate the genotyping information for the CARe cohorts along with selected phenotype data and will be expandable to accommodate additional data elements over time.  This will include the development of authentication procedures to ensure compliance with participant informed consent, protection of participant privacy, and confidentiality of participant data.  The dataset will be stored on and accessed through a secure computerized database at the Broad Institute overseen by the NHLBI according to the following principles:  

· The genotype data generated for each sample and the associated, de-identified phenotype data will be deposited in a controlled access, secured database that will only be available to authenticated Approved Users.  

· Only data that the CARe Steering Committee agrees can be entered into the database without undue threats to the privacy and confidentiality of the CARe participants will be included.  
· Simple genotype-phenotype associations will be calculated and posted in the CARe Database by the CARe Steering Committee.  Other data may also be included, to be approved in advance by the CARe Steering Committee, such as a listing of allele frequencies and linkage disequilibrium. 
· Summary genetic information will be posted on the CARe website with no individual identifying information and no connection to individual phenotype data.  Descriptive information regarding the phenotype data, such as the variables measured and protocols used to collect the data and samples, but not the phenotype dataset itself, will also be publicly posted on the CARe website.  

· For each approved project, a dataset will be generated by a computer algorithm that incorporates the consent options of each of the CARe Cohorts, such that data access will only be provided as specified by the informed consent document of each study participant.
· Each Approved User will be provided a dataset with a unique, randomly generated set of identification numbers assigned to each study participant.  This same set of identification numbers will be used for every project that is approved for that specific User.  Approved Users who already have access to permanent IDs may continue to use them.  Each Approved User will be provided with a dataset that contains all data elements required for the analyses described in that User’s approved application(s).  These data elements will be specified in a data request, to be submitted to the CARe Coordinating Center by the User.
Application for Access.  Access to the CARe Database will be granted by the Data Access Committee (DAC), administered by the NHLBI Program Officer for CARe.  Each DAC application must be accompanied by:

(1) 
documentation of IRB approval; 
All potential users are required to provide documentation of approval by an accredited IRB for conduct of the research in a manner consistent with the informed consent provided by the participants, including strict adherence to measures that protect the privacy of participants and ensure the confidentiality of their data.  All applications will require full board or “expedited” review by the IRB; ”exempt” approval will not be accepted.  A template will be provided with the application form of required questions to be addressed by the local IRB.   
(2)
signed data distribution agreements from all potential Users and their Institutions.

All Approved Users will certify through the CARe Data Distribution Agreement that they will not distribute individual data contained within the CARe Database in any form to any third parties, other than their own research staff who have agreed in writing (see below) to the terms of the Data Distribution Agreement, and will only use the data in ways that comply with all applicable federal, state and local laws and any relevant institutional policies.   Approved Users who are not CARe Investigators shall certify that they will not attempt to identify individual participants included within the CARe Database.  For collaborative projects with the CARe Investigators, independent collaborating investigators involved in the use of CARe data are required to submit a separate Data Distribution Agreement.
· Research Staff who work with an Approved User may be granted data access by signing the CARe Research Staff Data Access Agreement.  In each case an Approved User who has signed a Data Distribution Agreement must co-sign the Research Staff Data Access Agreement, thereby accepting responsibility for the appropriate use of CARe data by the Research Staff member.  Research Staff may be added to a project at any time by submitting a signed Research Staff Data Access Agreement and evidence of current human studies training certification.    

· Both Approved Users and their Research Staff must submit current human studies training certification before data access will be granted.  
The NHLBI may terminate a Data Distribution Agreement if the data recipient is in default of any provision of the agreement and this default has not been remedied within 30 days after the date of written notice of the default by NHLBI’s Authorized Representative.

The DAC application will contain the following elements: 
(1) 
investigator information – name of PI and associates, and NIH biosketch of PI and each associate; 
(2) an abstract (~250 words) that details the scientific question to be investigated, 

including evidence that the CARe dataset is adequate to address the question; 
(3) 
a statement (~250 words) describing the qualifications of the PI and associates,
to conduct the proposed work;
      (4)  a listing of data elements needed for the proposed analyses; and
(5) assurance of compliance by PI and associates with CARe policies, signified by

signing the CARe Data Distribution Agreement, and institutional signoff.
Upon approval, the DAC will provide authorization to the Broad Institute for each Approved User within one month of receipt of completed materials.   A copy of the DAC application, the DAC operating procedures, and the Data Distribution Agreement will be placed on the CARe website no less than three months in advance of the availability of the data. 
The dataset released for an approved project may be used for up to one year, renewable for up to three additional years conditional upon provision of a brief (~250 words) annual progress report and documentation of current human studies training for all key personnel.  Data must be stored and used in accordance with the following restrictions:

· The dataset must be maintained on a secure server and must be password-protected.  This server, and any back-up server on which the data are stored, must implement data security measures as specified below:

-  Strong passwords that expire periodically;

-  Industry standard authentication and authorization support (i.e., strict identification of who can use the system, verification that the person is who he says he is, and limitation of access to only those data and system features to which the person has specifically been granted access);

- Access must be via a secure VPN administered by the institution, or for non-VPN external access, the institute must use secure network protocols for the transfer of data, such as employing digital signatures for the keyspace requirements for the secure HTTP protocol. 

NB: Details of security protocols for the CARe system hosted at the Broad Institute are documented in the NIH Application/System Security Plan for NIH-HC-06-03: Large-scale Genotyping of NHLBI Cohorts (available from the CARe Project Manager). Please refer to these guidelines for additional information required by NIH.

· Data will not, under any circumstances, be downloaded to laptop or notebook computers or be backed up using portable media.

· Passwords may only be issued to persons who have signed a CARe Data Distribution Agreement or Research Staff Data Access Agreement.  These persons will be listed as key personnel for the project and their signed agreements for data access will be forwarded to the CARe Coordinating Center. Passwords and logins may not be shared among users under any circumstances.
· At the end of the period of authorized use, Approved Users agree to delete all copies of the dataset (or any subset thereof) from all directories in which it has been stored, and to provide written confirmation to the CARe Coordinating Center that this action has been completed.

The CARe DAC will track Approved Users for compliance with the terms and conditions of the CARe Data Distribution Agreement, including tracking by an annual report and administrative review of all publications by Users.  It will be the responsibility of NHLBI and its staff to monitor compliance with the terms of data release and to enforce the provisions thereof. 
Timing of Access and Publication Policy
All Approved Users will be provided access to the CARe Database via a publicly advertised website.  NHLBI staff, the CARe Investigators, and the Broad Institute, will not be provided advance research access to the combined genotype-phenotype CARe Database.  The terms and conditions governing data access to the CARe Database will be identical for all Approved Users, including NHLBI staff, CARe Investigators, and Genotype Contractors.  

· All CARe Investigators, non-CARe investigators who have provided ancillary genotype and phenotype study data, and designees assigned by the CARe Steering Committee who have applied for and received access to the data may publish results at any time.  Investigators who are neither CARe Investigators, non-CARe investigators who have provided ancillary study data, nor designees assigned by the CARe Steering Committee to conduct analyses and who are Approved Users with access to the CARe database will agree not to submit (or show to editors for pre-review) publications, including abstracts, until twelve months have elapsed from the date set for the first release of the CARe Database (the initiation date).  If investigators as described in the previous sentence use in their analyses data that were produced by an Ancillary Study of one of the CARe cohorts, they will agree not to submit (or show for pre-review) publications, including abstracts, until twelve months after the Ancillary Study data were first entered into the CARe database.
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